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When computer equipment was still a novelty in offices, employers adopted a laisser-faire approach to employees' experimental use of these new technologies. Employees were encouraged to become comfortable and familiar with new technologies and to explore the World Wide Web. 2 Two reasons have been cited for this laid-back approach. First, some employers thought that these employees would perform better and secondly, this informal approach was adopted because employers were ignorant of the inherent risk that information technology poses to their businesses. Employees' expectations to have access to the latest communication technologies and the user privileges that they have become accustomed to, accompany them to the office. Most employees do not give a second thought to the fact that they use the workplace's e-mail facilities also for private purposes.
Furthermore, employees have definite expectations that their e-mail communications and surfing habits will be shrouded in a veil of privacy. The right to privacy in the context of the employment relationship is difficult to define or to elucidate.
In terms of section 36 of the Constitution all rights may be limited. 6 The rights that a citizen is entitled to in his or her personal life cannot simply disappear in his or her professional life as a result of the employer's business necessity. At the same time the employer's business necessity might legitimately 4/166 impact on the employee's personal rights in a manner not possible outside the workplace. Therefore there is a clear balancing of interests.
7
In Protea Technology v Wainer 8 the court held that a person's right to privacy extends to situations in respect of which a legitimate expectation of privacy could be harboured. 9 However, this subjective expectation of privacy should be viewed as objectively reasonable by society. 10 In the Protea Technology case taped telephonic conversations made by the employee relating to the employer's affairs did not enjoy Constitutional protection.
11
It is in this context that Le Roux
However, employees fail to fully appreciate the overlapping and interrelated rights that are at play here. Viewed from the employer's perspective, it may be argued that privacy is not an absolute right. Employees' right to privacy should be balanced with the employer's business necessities or operational requirements. It should be kept in mind that the employer provides and owns the computer facilities the employee uses. Furthermore, the employer has a right to control the working life of the employee. The employer also has a right to protect her business interests and the integrity of her computing equipment against viruses, excessive use and "cyber loafing", which implies the employee's omission to do assigned work.
12
The Labour Relations Act notes:
The employer is also permitted to set more general standards relating to conduct in the work place and to the use of equipment and tools. The employer can, for example, prescribe when personal computers may be used, for what purposes they may be used, and how they may be used. The same applies to access to the Internet. If an employee fails to comply with these rules it will, in principle, be open to the employer to discipline an employee for such a failure. In the correct circumstances this may also justify the disciplinary sanction of dismissal. 25 Telecommunication system means "…any system or series of telecommunication facilities or radio, optical or other electromagnetic apparatus or any similar technical system used for the purpose of telecommunication, whether or not such telecommunication is subject to rearrangement, composition or other processes by any means in the course of their transmission or emission or reception" . 26 The term "telecommunication" means "…the emission, transmission or reception of a signal from one point to another by means of electricity, magnetism, radio or other electromagnetic waves, or any agency of a like nature, whether with or without the aid of tangible conductors". 27 The term "telecommunication facility" includes any wire, cable, antenna, mast or other thing which is or may be used for or in connection with telecommunication. 
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Section 1 defines "to monitor" as to listen to or record communications by means of a monitoring device and "monitoring" has a corresponding meaning.
A "monitoring device" is stated to be: any electronic, mechanical or other instrument, device, equipment or apparatus which is used or can be used, whether by itself or in combination with any other instrument, device, equipment or apparatus, to listen to or record any communication.
An "interception device" is defined as:
… any electronic, mechanical or other instrument, device, equipment or apparatus which is used or can be used, whether by itself or in combination with any other instrument, device, equipment or apparatus, to intercept any communication. 29 The blocking or interception of e-mails at server level will thus amount to interceptioncontra Dekker (n 1).
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It is also of interest to note that the prohibition in section 2 refers to the The third important factor to note in the interpretation of section 5(1) is that this consent to monitoring may be given by only one of the parties to the communication. It has been argued that the word "party" in this section bears its ordinary meaning, which would include consent from the recipient, the sender or any party that is copied in the message. 33 In the case of communication between multi-parties, only one party to the communication needs to consent in writing. 
Carrying on of a business
If proper consent is obtained from the employee this requirement would have been met.
An important exception is made also for the interception of communications in connection with the carrying on of a business. Section 6(1) states that:
Any person, may, in the course of the carrying on of any business, intercept any indirect communication (a) by means of which a transaction is entered into in the course of that business; or (b) which otherwise relates to that business; or (c) which otherwise takes place in the course of the carrying on of that business in the course of its transmission over a telecommunications line. Section 6(2) then sets certain requirements that must be met before the interception of indirect communications in terms of section 6(1) will be permitted. The interception must, firstly, be with the express or implied consent of the "system controller" 35 32 Beech (n 1) 656. 33 Beech (n 1) 656. He also notes that there is a "potential argument" that the employer is a party to the communication because the employer provides the communication equipment, but it is submitted that the employer will not be a "party" to the communication in the ordinary sense of the word. 34 Beech (n 1) 656. 35 The term system controller is defined in s 1. In the case of a juristic person it means the chief executive officer or equivalent officer of the juristic person, or any person duly authorised by such person. and the latter, secondly, must either have made all reasonable efforts to inform in advance all persons who intend to use the telecommunication system concerned of the fact that interceptions may take place, or the interception must take place with the express or implied consent of 11/166 the person who uses the telecommunication system. This telecommunications system must, thirdly, be provided for use "wholly or partly in connection with that business". Such interceptions must, lastly, be carried out for specific purposes, namely, to monitor or keep a record of indirect communications where this is done to establish the existence of certain facts, 36 to investigate or detect the unauthorised use of the telecommunication system concerned; to secure the effective operation of the system or where this is done as an "inherent part of" the effective operation of the system;
37
The aforementioned two statements are open to attack. First, section 6 applies not only to the employer but instead allows "any person" to intercept within the parameters detailed above.
or to monitor indirect communications made to a confidential voice telephony counselling or support service in certain circumstances.
Section 6 is a tremendously intricate provision. At first blush, it seems that the protection offered by section 6 would apply only to the clients of a business
One may also argue that any private use by employees would not fall within the ambit of section 6(1) in that these indirect communications, in the course of being transmitted, would not facilitate the entering into a transaction in the course of the business, would not otherwise relate to the business, or would not otherwise take place in the course of the carrying on of that business.
38
36 Beech (n 1) 657-658 notes that this would include the traditional recording of a transaction. 37 According to Beech (n 1) 658 this would include the sending of spam and unusual e-mail traffic to and from a specific user. 38 Note that "any person" is also used in terms of s 5. The monitoring or interception by employers of conversations of employees on a private cell phone will not be legal. However, the monitoring and interception of cell phone use will be legal where the employer supplies to the employee the cell phone for use in the business. It will also not cover the tracking of employees' cars (unless the tracking system was provided by the employer for use in connection with business -thus a company car's tracking device).
Section 1(2)(b) provides that the time during which an indirect transmission is being communicated by means of a telecommunications system includes any time when the telecommunications system by means of which such indirect communication is being, or has been, transmitted is used for storing it in a manner that enables the intended recipient to collect it or otherwise have access to it. If one considers the definition of telecommunications system set out above, it would appear that the prohibition would extend to the retrieving of communications stored on a mail server. The answer is yes. S 1(2) (b) of the Regulation of Interception Act provides that the time during which an indirect communication is being transmitted includes time when the system is used for storing it in a manner that enables the recipient to collect or have access to it. In terms of the IMAP protocol the communication "occurs" only on the shared mail server and while it is there the transmission is incomplete. Where the mail system makes use of the POP protocol the communication will be transferred to the user's computer and deleted from the server.
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4 Meeting the requirements of section 5 and section 6 of the
Regulation of Interception Act: Introduction to the ECT Act

Translation of the Regulation of Interception Act to the eenvironment
Legal opinion was sharply divided on the implementation of the Regulation of Interception Act, specifically regarding the implementation of its sections 5 and 6. The requirement of "written consent" in terms of section 5(1), firstly, posed difficulties. 42 Secondly, the manner in which express or implied consent may be obtained from the system controller or the person who uses the telecommunication system has been questioned. 43 Thirdly, a heated debate centred on the question of what entails "all reasonable efforts to inform in advance" all persons who intend to use the system that interception may take place. 44 Fourthly and lastly, doubt has been raised as to whether or not section 6 is limited to interception in the course of transmission, namely in the process of travelling over the Internet or Intranet. The question has been asked if section 6 could possibly be applied to the "interception" of stored messages.
45
Other spurious arguments that were raised and which will not be dealt with here
were if e-mail filtering and blocking software may be considered illegal 46 and if employment agreements would need to be re-drafted once the RICIPIA becomes effective.
14/166 Section 11(2) also provides that information is not without legal force and effect merely on the grounds that it is not contained in the data message purporting to is extremely important in that it confirms that the ECT Act applies to the common law as well as to all existing legislation except where its application is specifically excluded. Section 3 confirms that pre-existing (current) law also apply to the matters outlined in the ECT Act. Party autonomy is retained and whilst the ECT Act merely facilitates e-communications, no-one may insist on the use of an electronic transaction. Entities may furthermore lay down their own requirements, including specific forms, format and standards to be utilised, where they are prepared to use electronic transactions.
Introduction to the ECT Act
It is believed that the Electronic Communications and Transactions Act
Legal recognition of data messages
Part 1 of Chapter III of the ECT Act provides for the legal recognition of data messages and records. Section 11(1) of the ECT Act provides that information is not without legal force and effect merely on the grounds that it is wholly or partly in the form of a data message. Section 11 embodies the fundamental principle that there should be no disparity of treatment between data messages and paper documents. The form in which certain information is presented or retained cannot be used as the only reason for which that information is denied legal effectiveness, validity or enforceability.
Incorporation by reference
53 See ECT Bill B8 of 2002 (as amended). 54 S 3 of the ECT Act provides: "This Act must not be interpreted so as to exclude any statutory law or the common law from being applied to, recognising or accommodating electronic transactions, data messages or any other matter provided for in this Act".
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give rise to such legal force and effect, but is merely referred to in such a data message. The expression "incorporation by reference" is often used as a concise means of describing situations where a document refers generically to provisions which are detailed elsewhere, rather than reproducing them in full.
The However, new and different standards for incorporation by reference have been created in section 11(3), which could cause confusion. Section 11(3) embodies the common-law approach but adds the requirement that the information to be incorporated needs to be available to the other party online. Uniform resource locators (URLs), which direct the reader to the referenced document, may, for example, be embedded in a message. Such URLs can provide "hypertext links"
allowing the reader to use a pointing device (such as a mouse) to select a key word associated with a URL. The referenced text would then be displayed.
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In assessing the accessibility of the referenced text, factors to be considered may include: availability (the hours of operation of the repository and the ease of access); the cost of access; integrity (verification of content, authentication of the sender, and a mechanism for communication error correction); and the extent to which the referenced text is subject to later amendment (notice of updates; notice of policy of amendment). It has been noted that section 11 (3) should be abolished, as it increases the common-law burden of incorporation by reference. accessible in a manner usable for subsequent reference. This section is intended to define the basic standard to be met by a data message in order to satisfy a requirement that information be retained or presented "in writing" or that it be contained in a "document" or other paper-based instrument.
The information in a data message must be accessible so as to be usable for subsequent reference. Here "usable" includes human and/or computer use and "accessible" is meant to imply that information in the form of computer data should be readable and interpretable, and that the software that might be necessary to render such information readable should be retained. such a term is likely to be interpreted to refer not only to statutory, regulatory and common law, but also to judicial precedent, procedural and 58 See UNCITRAL Model Law on Electronic Commerce 1996 with additional art 5bis as adopted in 1998; see also Hill and Walden 1996 www.batnet.com; see Oyarzábal 2004 U Miami Inter-Am L Rev 499. 18/166 subordinate law. 59 In terms of the wording of section 12 one has to conclude that where parties to an agreement require an amendment of the agreement or a notice in terms of the agreement, that requirement will not be met by a data message. 60 This is problematic. Reference is also made to "law" in other sections of the ECT Act.
61
Section 24 is aimed at data messages that relate not to the conclusion of contracts but to the performance of contractual obligations (e.g., notice of 59 Meiring "Electronic Transactions" 83. 60 Haupt (n 56) 9 argues correctly that an agreement between two parties cannot be elevated to "the law" -it merely has effect in law. S 12 only affects statutory requirements of writing as the common law does not prescribe formality requirements. 61 See, eg, s 12, 13(1), 14(1), 16(1), 17(1), etc.
19/166 non-paper-based method for its transmission will not come as a surprise. The use of the electronic environment will rather be viewed as natural and logical.
Electronic signing
The ECT Act defines an electronic signature as data which is attached to, incorporated in, or logically associated with other data, and which is intended by the user to serve as a signature. Legal recognition is therefore afforded to any method of signing an electronic documents or message, including anything from a password to a scanned "wet" signature. Parties to a contract may thus agree to use a method other than an electronic signature, to express intent or consent. Electronic agreements may thus be validly concluded through "click wrap agreements" by clicking on the "I agree" icon, or by expressing intent to 20/166 be bound through passwords or any other method from which such intent can be inferred.
5
ECT Act and compliance with the Regulation of Interception Act
Prior written consent
First, the requirement of prior written consent in terms of section 5(1) will also not pose a problem. In terms of section 12, section 13(5) and section 24(2) of the ECT Act, written consent may be given electronically. The requirement of "prior consent" will be met with ease if the giving of such consent is conditional for obtaining access to the work station or other telecommunication equipment.
Reasonable steps to inform
Compliance with the requirements of section 6(2) of the RICIPIA, namely, that the systems controller has made all reasonable efforts to inform in advance all persons who intend to use the telecommunications system concerned of the fact that interceptions may take place, will also be facilitated by the ECT Act. It is submitted that it is relatively easy to electronically take reasonable steps to inform.
The ECT Act facilitates this process by affording the employer the opportunity to incorporate her e-mail policy 63 on the welcoming page when employees log on. A clear reference to www.emailpolicy@tana.com will suffice. This notice may be displayed every time an employee logs on to the employer's computer facilities.
63 This should of course contain reference to the monitoring and interception of electronic communications. See McGregor (n1) 647-650 and Van Jaarsveld (n 1) 663-665 for a discussion of the issues to be addressed in the e-mail policy. Also refer to Basset 2003 www.fmew.com. 21/166
Express or implied consent
Compliance with the requirements of section 6(2), namely that the interception must take place with the express or implied consent of the person who uses the telecommunications system, will once again be facilitated with ease by the ECT Act. Incorporation by reference would again prove to be helpful. A standard notice to this effect may also be incorporated in all e-mail messages that are generated or forwarded by the system, which will suffice as notice to third parties.
Obtaining implied consent from the user will be facilitated by sections 11(2) of the ECT Act. The implied consent of a user will be obtained where the employer incorporates her e-mail policy in the welcoming screen of the employee's workstation. A clear reference to www.emailpolicy@tana.com will suffice. This notice may be displayed every time an employee logs on to the employer's computer facilities. The employer may also take one further step to ensure compliance with the Regulation of Interception Act. Users may be required to access a link containing the necessary information prior to obtaining access to the intranet.
Obtaining express consent from the user will be facilitated by sections 11(2), 13(5) and 24(2) of the ECT Act. For express consent users may be required to access a link containing the necessary information and to click that they give consent to such activities by clicking on an icon prior to obtaining access to the intranet or prior to using the workstation.
Conclusion
It would seem as though compliance with the Regulation of Interception Act is no Pandora's Box after all. The Regulation of Interception Act's requirements of written consent, taking reasonable steps to inform and obtaining express or implied consent may all be met with ease. The ECT Act's provisions enable employers to integrate these requirements with that of workstation use. It is merely a question of knowing your links and clicks.
